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ABSTRACT 
 

The Internet of Things (IoT) has revolutionized daily life and business operations by providing enhanced accuracy, 

efficiency, and speed. However, IoT systems face a growing risk of cyber threats, including malicious software and 

denial-of-service (DoS) attacks, which compromise the integrity and security of data. Despite the widespread adoption 

of IoT, many implementations lack robust cybersecurity measures, leaving them exposed to various threats. This 

highlights the urgent need to develop more resilient and effective defenses for IoT assets. This paper focuses on 

implementing anomaly detection for IoT systems utilizing the IoT-23 dataset, a comprehensive dataset containing both 

benign and malicious network traffic from IoT based devices. The study evaluates the performance of several machine 

learning (ML) and deep learning (DL) models, including decision trees, the Extreme Gradient Boosting (XGBoost) 

model, the Naïve Bayes model, and fully connected neural networks (FCNN).Our findings demonstrate that decision 

trees accomplished the highest accuracy of 98.9% while also requiring the shortest processing time, making them the 

most efficient model for anomaly detection in IoT systems. In contrast, the Naïve Bayes model performed the poorest, 

achieving an accuracy of only 50%. These results emphasize the significance of choosing the appropriate algorithm to 

enhance IoT security, ensuring effective anomaly detection and improved resilience against cyber threats. 
 

 

https://abas.journals.ekb.eg/
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1. Introduction 
 

      The Internet of Things (IoT) represents a groundbreaking 

advancement in global information creation, following the 

enhancement of the Internet. IoT signifies a smart system 

enabling devices to connect, share information, and interact 

with one another via the internet. Through IoT, individuals 

can achieve objectives such as tracking, monitoring, 

managing, identifying, and locating with greater ease. The 

adoption of IoT has grown rapidly, becoming indispensable 

as internet usage and mobile devices have become integral 

parts of daily life. Furthermore, the number of IoT-enabled 

devices continues to rise steadily. However, the expansion of 

IoT has introduced significant security and privacy concerns 

for users. Since devices are interconnected through networks, 

attackers have access to a wider range of entry points for 

exploiting data. These connected devices frequently collect 

and transmit information, creating potential vulnerabilities. 

Many users lack an understanding of how IoT systems work, 

making it easier for attackers to steal sensitive data from 

individuals or their smart devices. information 

manufacturing following the advent of the Internet. The use 

of IoT has increased and has become essential since the 

utilization of the Internet and mobile technologies has 

become a necessity. Additionally, the number of IoT based 

devices is growing every day [1].  

        Nowadays, security has become the most challenging 

part for most prospective users of IoT systems. In response 

to these challenges, scientists have started exploring 

enhanced security measures over the past five years. Two 

primary approaches to IoT security have been identified: 

passive methods (like encryption and robust password 

protocols) and active methods. Among the emerging active 

techniques is the application of ML/DL, which are being 

utilized to identify and categorize cyberattacks effectively 

[2], [3]. From a technical perspective, these two technologies 

complement each other well. Machine learning algorithms 

require extensive datasets to develop accurate models. Large 

data sets can be provided by IoT systems, the Security 

Operations Center (SOC) staff in cyber security deal with 

enormous volumes of data that are gathered quickly from 

several sources. The analysts are frequently overloaded with 

information, which makes it impossible for them to respond 

and mitigate in a timely and sufficient manner. One well-

known issue facing SOCs is called (data triage automation), 

where human performance is severely hampered by the 

domain’s intensity and incident detection [4] ,[5]. 

      Moreover, the number of attacks and their motivations 

make the process of classifying and sorting them nearly   

impossible for the users. Examining the status of enterprise 

Cybersecurity is one of our objectives. Some surveys on 

companies in the cybersecurity space have been conducted, 

which assisted in understanding the current scenario.  Results 

of such surveys have led to identify the type of assault and 

ascertain whether the system was secure[6]. By using 

filtering and prioritization techniques to handle information 

overload, such decision-support systems help organizations 

boost profits, improve customer satisfaction, and make 

quicker, more effective decisions in various sectors such as 

e-commerce, finance, and healthcare [7] . 

      We provide an overview of the different types of attacks 

across various levels of IoT infrastructure, along with the 

potential machine learning-based defenses against these 

attacks. These attacks are brought on by inadequate security 

data, poor-quality data, and learning algorithm performance, 

which may be crucial in supplying and enhancing IoT device 

security and privacy to identify and stop malware assaults on 

resource-constrained IoT based devices. In this study, we aim 

to compare different models based on their accuracy and time 

efficiency[8], [9]. 
 

2. Literature Review 
 

      Technology is changing day by day, so systems and 

applications are alike, but there are differences that make one 

better than the other [10], it is essential to acknowledge the 

role that prior practices and different systems play in 

understanding the ideas of completeness and perfection to 

properly evaluate their relevance. This comprehension 

facilitates the effort to keep a suitable pace while also 

addressing the extent of faults’ restrictions: flaws are 

removed by repeatable and predetermined methods, this 

method does not help us better understand current issues, but 

it also makes it easier to find possible areas where future 

procedures could be improved [7], in this section provides a 

quick overview of the different anomaly detection models 

and algorithms. IoT devices can be made safer and more 

private using a variety of methods. For example, [11], Doshi 

introduced a technique to identify DDoS attacks within the 

network layer that also has a low-cost ML approach, such as 

LSVM, KNN, Decision Tree, Random Forest, and NN. This 

approach was informed to accomplish high testing accuracy 

for these ML algorithms. 

     Additionally, in [12], symmetric keys are generated using 

a chaos-based encryption mechanism to ensure data     

integrity and authenticity during the transfer of data between 

the IoT device and the server. Moreover, in [13], the authors 

attempted to create an anomaly detection system by utilizing 

various classifiers, including random forest and k-NN, to 

construct the model. The system extracts relevant TCP 

packets from devices and analyzes key attributes such as 

labels, frame numbers, and length. The k-NN model 

categorizes the traffic into distinct classes, while the random 

forest model creates decision trees to identify potential 

attacks. In [14], authors tried to develop an anomaly detection 

system by applying various classifiers of Naïve Bayes, SVM, 

Decision Tree, and CNN to build the model and detect the 

attack according to its features.  

      In this study, we aim to compare different models based 

on their accuracy and time efficiency for detecting 

abnormalities in IoT based devices using the IoT-23 dataset 

[15], which includes both benign and malicious network 

traffic captured from various IoT based devices. 
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3. Methodology 
 

3.1 proposed model 

 

This paper proposed an IoT-based model designed to detect 

security anomalies effectively. In the suggested model, a 

traffic capture unit logs the data flow of network traffic from 

sensors to a processing unit, a central system, or a local/cloud-

based computer, depending on the specific scenario. The 

compute unit stores the captured traffic in a database, allowing 

the model to be recalibrated for future use. Administrators can 

then select the most suitable model for anomaly detection 

based on performance and cost considerations. When 

anomalies are identified, the processing unit alerts the central 

system by sending messages or commands, which may 

involve actions such as removing questionable packets, 

checking for malicious software, conducting manual 

inspections, identifying Internet Protocol (IP) addresses, or 

alerting the user. Providing the most appropriate solution is 

essential, as each user operates under unique circumstances 

and may adopt different approaches to anomaly detection in 

IoT security [14].  

 

 

 

 

 

 

 

 

 

 

 

 

 

 
 Figure 1: Enhanced IoT Anomaly Detection Using Combined 

Machine and Deep Learning Techniques on the IoT-23 Dataset 

 

      In addition, since the suggested model records the 

movement of network traffic and stores it in a database, a new 

dataset can be created and utilized in the future to recalibrate 

existing ML/DL algorithms, further enhancing their 

performance. The collected data is used to train ML algorithms 

such as the decision tree model, XGBoost, and Naïve Bayes, as 

well as deep learning techniques like fully connected neural 

networks (FCNN). Anomaly detection is then performed to 

identify irregularities in the system, as illustrated in 

Figure1.This detection process can be conducted either locally 

or in the cloud.  

The dataset is split into separate subsets for training and testing, 

allowing conclusions to be drawn from the effectiveness of the 

trained algorithms. Based on the detection results, various 

actions can be implemented, such as Restricting the sender’s IP 

address, discarding suspicious packets, notifying the user, or 

performing a manual inspection. If anomalies are detected, 

further checks can be performed to confirm potential attacks and 

ensure the system’s security. 

 

3.2 Dataset 

 

      The IoT-23 dataset was chosen from [15] . The dataset 

contains network traffic data from three distinct IoT based 

devices: Philips Hue, Somfy Door Lock, and Amazon Echo. 

Released in January 2020, it is a Extensive compilation of 

benign traffic and accurately labeled IoT malware incidents. 

Designed explicitly for developing ML and DL models, the 

dataset includes 23 features. Each of these features (derived 

from infected devices) corresponds to specific malware 

scenarios. The labels in the dataset include C&C, Attack, C&C-

HeartBeat, C&C-FileDownload, C&C-HeartBeat-

FileDownload, C&C-HeartBeatAttack, C&C-Torii, C&C-

Mirai, DDoS, Okiru-Attack, Okiru, and 

PartOfAHorizontalPortScan. 

 

3.3 Data Preprocessing 
 

      First, IoT-23 dataset [15] was loaded using the Pandas 

Python package. The data frames have 23 features. These 

features are (as shown in table 1): ts, uid, id.orig_h, id.orig_p, 

id.resp_h, id.resp_p, proto, service, duration, orig_bytes, 

resp_bytes, conn_state, local_orig, local_resp, missed_bytes, 

history, orig_pkts, orig_ip_bytes, resp_pkts ,resp_ip_bytes, 

tunnel_parents, label, and detailed-label. 

 

Table 1.IoT-23 dataset's features 

ts First packet’s time. 

uid Connection’s unique identifier. 

id Endpoint ports / addresses of connections. 

proto Connection's transport layer protocol. 

service An application protocol’s identification. 

duration The duration of the connection. 

orig_bytes The number of bytes that the sender sent. 

resp_bytes The number of bytes that the responder 

sent. 
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conn_state Connection values. 

local_orig This will be true if the connection was 

made locally. 

local_resp This will be true if the connection is 

answered locally. 

missed_bytes Shows how many bytes are lost due to 

content gaps. 

history Stores the connections' state history as a 

string. 

orig_pkts The quantity of packets sent by the sender. 

orig_ip_bytes The quantity of IP-level bytes transmitted 

by the source. 

resp_pkts The quantity of packets sent by the 

respondent. 

resp_ip_bytes The quantity of IP-level bytes transmitted 

by the respondent. 

tunnel_parents uid values for any parent connections that 

are encapsulated. 

 

1.Add/Drop features 
 

a. Some features were discarded because their columns are 

empty, and others have very large null values. 

b. The label and detailed label are combined in a new 

column called new label which contains ten different 

classes (as shown in Table 2): Malicious 

PartOfAHorizontalPortScan, Benign, MaliciousDDoS, 

Malicious C&C, Malicious Attack, Malicious C&C 

HeartBeat, Malicious C&C 

PartOfAHorizontalPortScan, Malicious C&C Torii, 

MaliciousC&C FileDownload, and Malicious 

FileDownload. 

c. Moreover, new features are added such as packet_diff: 

which contains the difference between orig_pkts and 

resp_pkts, and ip_bytes_diff: which contains the 

difference between orig_bytes and 

resp_byteszaccording to analysis steps as shown in 

Figure2. So, features are: conn_state, id.resp_p, 

orig_pkts, history, new-label, orig_ip_bytes, pkts_diff, 

ip_bytes_diff. 
 

 

 

Table 2. Counts of label Types 

 

Label Count 

Malicious 

PartOfAHorizontalPortScan  

10427048 

Benign 8755042 

Malicious DDoS  5778154 

Malicious C&C  15039 

Malicious Attack  8717 

Malicious C&C HeartBeat  940 

Malicious C&C 

PartOfAHorizontalPortScan  

888 

Malicious C&C Torii 30 

Malicious C&C FileDownload   26 

Malicious FileDownload                             3 

Name: count, dtype: int64 Name: count, 

dtype: int64 

 

Figure 2: Correlation matrix describes the relation 

between features. 

 

2. Handling missing values 

      All the rows which contained missed values were 

discarded. 
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3. Data splitting 

      The data set was split into a testing data set (size of 

0.2) and a training data set (size of 0.8) for validation. 

 

4. performance evaluation and analysis  

 

A. System and Environment Configuration 
 

      The experiments were conducted online on Kaggle 

using a T4 GPU. Python version 3.10.12 and PyTorch 

environments were utilized for the experiments. 

 

B. Metrics Evaluation 
 

       Several metrics are employed to evaluate the 

efficiency of the model, which mainly depend on 

precision, support, recall, and F1 score [16]: 

 

1. Time 

 Consideration is given to how long a model takes to 

execute a specific ML/DL algorithm. As mentioned 

earlier, an algorithm with a lengthy runtime may not 

be appropriate for IoT technology. 

 

2. True Positives (TP) 

The result when the positive class is accurately 

predicted by the model. 

 

3. False Positives (FP)  

The result when the positive class is predicted by the 

model wrongly. 

 

4. Precision 

It is defined as a metric for computing the accurately 

recognized positives in an algorithm [17] and is 

                                provided by:    

Precision = 
𝑇 𝑃

𝑇 𝑃+𝐹 𝑃
  (1) 

5. Recall 

      It is a measurement of the real quantity to appropriate 

positives that are recognized [18]and provided by:   

  

  Recall = 
𝑇 𝑃

𝑇 𝑃+𝐹 𝑁
  (2) 

 

6. F1 score 

      This metric calculates the weighted average of precision 

and recall, accounting for both false positives and false 

negatives. It is considered a more comprehensive and reliable 

measure [18]. It is  

 

             provided by: F1 = 2* 
𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 × 𝑅𝑒𝑐𝑎𝑙𝑙

𝑃𝑟𝑒𝑐𝑖𝑠𝑖𝑜𝑛 + 𝑅𝑒𝑐𝑎𝑙𝑙
  (3) 

 

 

7. Support score 

      This is a performance metric that represents how often 

each label is correctly identified as true. 

 

C. Test Results for Machine Learning and Deep Learning 

Algorithms 

 

1. Extreme Gradient Boosting (XgBoost) 
 

      XGBoost is a scalable gradient boosting framework 

created to enable scalable and efficient training of machine 

learning models. It utilizes an ensemble learning approach, 

combining the outputs of several weaker models to produce 

more accurate and reliable predictions. XGBoost has gained 

significant popularity and widespread adoption due to its 

ability to process large datasets efficiently while delivering 

excellent performance in both regression and classification 

tasks[19]. As illustrated in Table 3, the XGBoost algorithm 

achieves an accuracy of 98.8%, and the time required for 

execution is 17.2 seconds. 

 

2. Decision Tree. 
 

      A decision tree is a supervised learning method that does 

not rely on parameter assumptions used for solving both 

regression and classification problems. It is structured as a 

hierarchical model consisting of a root node, branches, 

internal nodes, and leaf nodes, which represent different 

decision points and outcomes. [20]. As illustrated in Table 3, 

the Decision Tree algorithm achieved an accuracy of 98.9%, 

and the time required for execution is 0.47 seconds. Among 

our results, the Decision Tree demonstrated the highest 

accuracy. 

 

3. Naive Bayes Model.  
 

      Naïve Bayes is a supervised machine learning algorithm 

designed for classification tasks, such as text categorization. 

It operates by applying probabilistic principles and belongs 

to the family of generative learning algorithms.[21]. Naïve 

Bayes focuses on modeling the input distribution for a 

specific class or category. Unlike discriminative classifiers 

such as logistic regression, it does not determine which 

features are most significant for distinguishing between 

classes[22]. As illustrated in Table 3, the Naïve Bayes model 

achieved an accuracy of 50%, and the time required for 

execution is 2.32 seconds. It recorded the lowest accuracy 

among our results. 

 

4. Fully Connected Neural Network (FCNN). 
 

      Neural Networks is a machine learning model that uses 

procedures that resemble biological neurons. They cooperate 

to recognize occurrences, evaluate possibilities, and reach 

conclusions to make decisions that are comparable to those 

made by the human brain [23]. As illustrated in Table 3, the 

accuracy for the FCNN algorithm is 98.6 %, and the time 

required for execution is 70 seconds.                                                                                      
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D. Results Comparison 
 

      In Table 3, it displays the examination results of the used 

ML models, the decision tree comes with the best result, 

which has an accuracy of 98.9% and takes 0.47 seconds, 

while XGBoost comes with an accuracy of 98.8% but takes 

17.2 seconds, that makes it less effective than the decision 

tree model. Neural networks come   with an accuracy of 

98.6% and take 70 seconds, which is very slow for more 

work. Lastly, Naïve Bayes is the lowest accuracy that is 50% 

and taking 2.32 seconds, which is not effective in many tasks 

that need high performance. As shown in Table 4, our 

decision tree model comes with superior results compared to 

paper [14] , which achieved a higher accuracy of 98.9% 

compared to 73%. Additionally, our Naïve Bayes model 

comes with a higher accuracy of 50% than the result in paper 

[14] of 30%, and it takes a slightly shorter time 2.32 seconds 

vs. 6 seconds. So, our models come with high accuracy with 

only a moderate speed in predication time that makes them 

more effective for applications[14]. 

 
Table 3. Our results of different models on IoT-23 dataset 

Method Accurac

y 

Precisio

n 

Recal

l 

F1-

scor

e 

Tim

e 

Cost 

XGBoos

t  

98.8% 99% 99% 99% 17.2

s 

Decision 

Tree   

98.9% 99% 99% 99% 0.47

s 

Naïve 

Bayes   

50% 100% 50% 56% 2.32

s 

FCNN 98.6% 99% 99% 99% 70 s 

 

 
Table 4. Results Comparison with paper[14] on IoT-23dataset 

Method Testing 

Accuracy 

Time 

Cost 

Decision Tree(ours)   98.9 % 0.47s 

Decision Tree (paper [14])    73% 3 s 

Naïve Bayes(ours)  50% 2.32s 

Naïve Bayes(paper[14])  30% 6 s 

 
 

Conclusion and Future Scope 
 

This paper presents an anomaly detection system designed to 

enhance IoT security by evaluating the performance of 

various ML/DL algorithms and methodologies. Based on our 

findings, decision trees proved to be the most accurate 

algorithm, achieving an impressive accuracy of 98.9% while 

also requiring the shortest execution time among all the 

machine learning methods tested. This result provides 

valuable insights into the effectiveness, efficiency, and 

comparability of different approaches. On the other hand, the 

Naïve Bayes model exhibited the lowest performance, with 

an accuracy of just 50%, highlighting its limitations in this 

context. 

      Although our model demonstrated encouraging accuracy 

when tested on the IoT-23 dataset, two major challenges 

remain: generalizability and interpretability. These obstacles 

must be addressed to unlock the full potential of the anomaly 

detection system. Generalizability refers to the model's 

ability to perform consistently well across diverse datasets 

and real-world scenarios, while interpretability involves 

making the model's decision-making process more 

transparent and understandable to users. 

     To further enhance the system, future studies should focus 

on testing the model across diverse datasets and adversarial 

attack conditions to ensure robustness and adaptability in 

real-world applications. Additionally, exploring hybrid 

approaches that combine multiple algorithms or domain-

specific optimizations may offer pathways to overcome these 

limitations. By addressing these challenges, we can move 

closer to developing a refined model capable of significantly 

improving DDoS detection and strengthening network 

security in IoT environments. Achieving this would represent 

a major milestone in the field of IoT anomaly detection and 

pave the way for more secure and resilient IoT systems in the 

future. 
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